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HenpepbiBHbIi aHann3 dpperimBopkos NN

KTo 3aHumaeTtcs 3tum B MI/lpE?

e [lpoekt OSS-Fuzz ot Google nponzsogut dassuHr dpelimopka
TensorFlow. Haw naty github.com/google/oss-fuzz/pull /7704 Bo3pogun
daszsunr TensorFlow B OSS-Fuzz.

e ODpeiimeopk PyTorch He npeactasnen B OSS-Fuzz.

VA3BUMOCTU NocTosiHHO nosieasitotes: The hidden dangers of loading
open-source Al models (youtube.com/watch?v=2ethDz9KnLk)

Halla Lenb: HenpepbIBHbIA CTaTUYECKUA 1 AUHAMUYecKnli aHanns
dpeiimopkos IV n conyTcTBytOLIMX NPOEKTOB C NOMOLLBIO Svace u

Sydr.
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https://github.com/google/oss-fuzz/pull/7704
https://www.youtube.com/watch?v=2ethDz9KnLk

Cunctema HenpepbiBHOro aHanusa A

Gitlab

PenosuTtopun npoekTos

0SS-Sydr-Fuzz

Nma
npoekTa

cl/co

3anyck assuHra

®a3z3uHr uemm 1

sydr-fuzz run (da33unr)

sydr-fuzz cmin (MuHUMU3aUNA)

sydr-fuzz cov-export (nokpbiTue)

sydr-fuzz security (4ekepbi)

sydr-fuzz casr (crash-aHanus)

Build+analyze PyTorch
3anyck Svace
Build+analyze TensorFlow

OTob6paxkeHue
pe3ynbTaToB

Kopnyc

nokpbITUE Kofa

Knactepbl aedexkTos

Casr-oT4éThI

cpabaTbiBaHWs YekepoB

OTobpaxeHne
pe3ynbTaToB B Svacer

PAH
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HanpeHHble owuinbkn B pperimBopkax N PAH

MpoekT Ownbku (Sydr|Svace) Wcnpasneunin [NpuHsaTo B upstream
TensorFlow 16 (1|15) 16 1
PyTorch 20 (7]13) 20 19

MoapobHocTu o HalifeHHbIx owmbkax TyT: github.com/ispras/oss-sydr-fuzz 3/8


https://github.com/ispras/oss-sydr-fuzz

CumBoOibHBIE npeankaTtbl be3onacHocTun q[en ) PAH

® npeaukaTbl HaLENeHbl HA MOWNCK OLWMDOOK BbIXO4A 33 rpaHuLbl
MacCuBa, LUeNOYUCNEHHOrO NepenoiHeHUst, AeeHUs Ha HOJb;

® MPeAnKaTbl MPUMEHSIOTCA nocse ha33nHra Ha
MUHUMU3NPOBAHHOM KOPMYCE C XOPOLUWM MOKPbLITUEM;

e cpabaTbiBaHMSA BepUUUMPYIOTCS Ha CaHMTali3epax
(asan+ubsan);

® yHUKaNM3auus cpabaTbiBaHWiA;

e npeavKkaTbl nokasbieatoT 96% ToUYHOCTL 0bHapy»eHust oLmnbok

npeamkaTaMmuy besonacHocTu Ha Habope Tectos Juliet.
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MHTepecHas owmnbka B 3aBucumoctax OpenCV PAH

github.com/opencv/opencv/issues/22284
opencv/3rdparty/openjpeg/openjp2/image.c:134:

1_yl = p_cp->ty0 + (p_cp->th - 1U) * p_cp->tdy; /* can't overflow */
Can’t overflow? But we can!

CpabaTtbiBaHe cuMBOIbHOro Yekepa Sydr:

opj image comp header update:/opencv/3rdparty/openjpeg/openjp2/image.c:134
- imul r15d, eax - unsigned integer overflow

ABTOMaTuyeckoe noarTeep>xaeHue aedekta caHuTansepamu:
/opencv/3rdparty/openjpeg/openjp2/image.c:134:40: runtime error: unsigned
integer overflow: 2 * 4278190076 cannot be represented in type 'unsigned int’
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https://github.com/opencv/opencv/issues/22284

TensorFlow BeckoHe4uHbIi unkn B wav io.cc PAH

tensorflow/pull /56455

235 std::string found_text; bext

236 TF_RETURN_IF_ERROR(ReadString(wav_string, 4, &found_text, &offset));

237 while (found_text !'= kFormatChunkId) {

238 // Padding chunk may occur between "WAVE" and "fmt ".

239 // Skip JUNK/bext/etc field to support for WAV file with either JUNK Chunk,
240 // or broadcast WAV where additional tags might appear.

241 // Reference: the implementation of tfio in audio_video_wav_kernels.cc,

242 /7 https://www.daubnet.com/en/file-format-riff,

243 1/ https://en.wikipedia.org/wiki/Broadcast_Wave_ Format

244 if (found_text != "JUNK" && found_text != "bext" && found_text != "iXML" &&
245 found_text != "glty" && found_text != "mext" && found_text != "levl" &&
2486 found_text != "link" && found_text != "axml") {

247 return errors::InvalidArgument("Unexpected field ", found_text);

248 3}

249 uint32 size of_chunk;

250 TF_RETURN_IF_ERROR(ReadValue<uint32>(wav_string, &size_of_chunk, &offset));
251 TF_RETURN_IF_ERROR( -

252 IncrementOffset(offset, size of_chunk, wav_string.size(), &offset));
253 TF_RETURN_IF_ERROR(Readstring(wav_string, 4, &found_text, &offset)); 6/8

254 }


https://github.com/tensorflow/tensorflow/pull/56455

NcnpaBneHune owinbku B wav io.cc PAH

86
87
88

89
90
91
92
93

94
95

tensorflow/pull /56455

86 // Handles moving the data index forward, validating the arguments, and avoiding
87 // overflow or underflow.
- Status IncrementOffset(int old_offset, size_t increment, size_t max_size,
88 + Status IncrementOffset(int old_offset, int increment, size_t max_size,
89 int* new_offset) {
90 if (old offset < 8) {
91 return errors::InvalidArgument("Negative offsets are not allowed: ",
92 old offset);
93 1
94 + if (dincrement < @) {
95 + return errors::InvalidArgument("Negative increment is not allowed: ",
96 + increment);
97 + }
98 if (old_offset > max_size) {
99 return errors::InvalidArgument("Initial offset is outside data range: ",
100 old offset);
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https://github.com/tensorflow/tensorflow/pull/56455

lNnaHbl n HanpasJieHNA pa3BuTmnsa 2{els N PAH

e [lobasnerne HoBbIX da33uHr ueneii gna C++

KOMTMOHEHTOB.
e ®PazzuHr Python vacTeii dpelimBopkos.
e [lanbHeililwas pa3MeTKa NpeaynpexaeHuii ot Svace.

e lIcnpasnenne HaigeHHbIX B DyayLueM 4edeKToB.
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