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Sydr: aBTOmMaTn3laums noncka n aHanmsa owmnbok

MainnaiiH gMHAMUYECKOro aHanm3a:

SR

sydr-fuzz run (3anyck da3suHra
Sydr&libFuzzer/AFL++)

sydr-fuzz cmin (MuHrMun3aums kopnyca)
sydr-fuzz cov-* (cbop nokpbiTus)
sydr-fuzz security (4ekepsbi)

sydr-fuzz casr (aHanus aBapuiiHbix
3aBepLUEHNIA)
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[sydr]
target = "/decode_wav_sydr QQ"
jobs = 2

[aflplusplus]

target = "/decode_wav_fuzz"

args = "-x wav.dict -i /corpus"
jobs = 2

[cov]

target = "/decode_wav_cov QQ" 15
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Sydr+AFLplusplus vs 2xAFLplusplus

Mean code coverage growth over time

freetype2:2017 (23h, 10 trials/fuzzer)

e sydr_afiplusplus

esasssssssareess Symaemu_aflpluspius

7
7
B andom  ansm on

In3sm Shsom 1lnasm I3nsom Ish3sm 17h30m 19h2sm 21h2om
Time (hourminute)

*The error bands show the

Sydr+AFLplusplus vs SymQEMU+AFLplusplus
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https://sydr-fuzz.github.io/fuzzbench/

Yekepbl HaxoaAaT nponyuweHHble pa33epomMm oLWndKn L4l PAH

github.com/opencv/opencv/issues/22284
opencv/3rdparty/openjpeg/openjp2/image.c:134:

1_yl = p_cp->ty0 + (p_cp->th - 1U) * p_cp->tdy; /* can't overflow */
Can’t overflow? But we can!

CpabaTtbiBaHe cuMBOIbHOro Yekepa Sydr:

opj image comp header update:/opencv/3rdparty/openjpeg/openjp2/image.c:134
- imul r15d, eax - unsigned integer overflow

ABTOMaTuyeckoe noarTeep>xaeHue aedekta caHuTansepamu:
/opencv/3rdparty/openjpeg/openjp2/image.c:134:40: runtime error: unsigned
integer overflow: 2 * 4278190076 cannot be represented in type 'unsigned int’

3/5


https://github.com/opencv/opencv/issues/22284

Casr: knactepusauunsa aedektoB n reHepauus otdetos +cn PN

Stacktrace:
#0 0x5761e0 in __sanitizer::internal_memmove (...)
#7 Oxfdbdd4a in vision::image::decode_png(at::Tensor consté&, ...)

CrashLine: /torchvision/csrc/io/image/cpu/decode_png.cpp:61

Source:
58 auto read_callback =
59 [1 (png_structp png_ptr, png_bytep output, png_size_t bytes) {
60 auto reader = static_cast<Reader*>(png_get_io_ptr(png_ptr));
--->61 std: :copy(reader->ptr, reader->ptr + bytes, output);
62 reader->ptr += bytes;
63 };

CrashSeverity: NOT_EXPLOITABLE SourceAv 4/5



OSS-Sydr-Fuzz: HoBble ownbku B oTkpbiTom 10O nen LG

github.com /ispras/oss-sydr-fuzz — ato popk OSS-Fuzz gns rubpugroro

chazsmurra ¢ nomowypto Sydr.

30+ npoektoB n 260+ hazauHr-ueneii.

HaiigeHo 80 owwbok B PyTorch, TensorFlow, OpenCV, Torchvision,
Tarantool n gpyrux npoekrax.

Yekepbl Sydr nomoratoT HaxoanTb HOBble OWMOKK nocne as3uHra.
Haiigeno 10+ owunbok ¢ nomolubto npeankaTos He30nacHoOCTH.

Casr cyuieCcTBEHHO COKpaLLaeT BPpeEMs aHa/ln3a aBapUiHbIX 3aBEPLUEHN
(1800+ aBapwiiHbix 3aBepLlueHuii ceenock Kk 7 owmnbkam B PyTorch).
XoTuTe nochasanTb open source NPoekT ¢ nomoubto Sydr?

XKpgem Bawux PRI
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https://github.com/ispras/oss-sydr-fuzz
https://github.com/google/oss-fuzz
https://t.me/sydr_fuzz

