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26 Mon 2020 - - - - - - Sydr v0.1.0. MepBbiii penns.

25 Cen 2020 ------ CASR. "ViBaHHuKoBCKMe YTeHns".
11 Oex 2020 ------ Sydr. "OTtkpbiTas koHdpeperums UCIT PAH".
25 Cen 2021 --- - -- CumBosnbHble ykasaTtenn. "VBaHHukosckue yteHus".
8 Okt 2021 ------ Sydr v1.1.0 (sydr-fuzz). Cospatune OSS-Sydr-Fuzz.
3 [ex 2021 - - - (V:Iacslzl-c;L::ﬁ'r-. MpepukaTbl 6e3onacHocTu. "OTKpbITas KoHdepeHuUs
4 Mon 2022 -- - - - - Cl cncrema gns dassunra dpeiimeopkos V.
18 Wwon 2022 - - - ... Sydr v1.8.0 nogaepxka AFL++ B sydr-fuzz.
23 Cen 2022 --- - - CunbHO onTUMUCTUYHBIE pewerns. "VBaHHuKoBCKne YTeHns".
21 Okr 2022 --- - -- CASR ctan otkpbiteim [10.
2 Oek 2022 ---- .- Sydr-fuzz. "OTkpbiTas koHdepeHuns NCI PAH".
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OTkpbiToe MO kak 6Gaza gns co3gaHna NpoaykTa Zl4 ) PAH

PaboTta ¢ 3aBucumocTamu:

e Triton — peliMBOPK AMHAMNYECKOrO CUMBOJILHOTO BbinosiHeHus. 55 PR.

o AFL++ —5 PR.
e DynamoRIO — dpeiimMBOpK ANst ANHAMUYECKOA BUHAPHOW MHCTPYMeEHTaLuUN.
6 PR.

LLVM(libFizzer). 1 PR.

goblin — Rust 6ubnnoteka napcmtra popmMaToB UCMOHSAEMbIX (DaiinoB.

6 PR.
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https://github.com/JonathanSalwan/Triton
https://github.com/AFLplusplus/AFLplusplus
https://github.com/DynamoRIO/dynamorio
https://github.com/llvm/llvm-project
https://github.com/m4b/goblin

1. Sydr-fuzz goctur bosnblero nokpeiTUs,

Code branch coverage

yem apyrue cassepsbl.

Sydr-fuzz nobegun Ha bonbwem ymncne

beHuMapkosB.
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sydr-fuzz.github.io/fuzzbench/
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https://sydr-fuzz.github.io/fuzzbench/

Ypo006cTBO NCNONb30BaHUs — KJKOY K ycnexy PAH

MpoekT sydr-fuzz: KoHdur-cpaiin:
e corpus (pesynbTupytowmii Kopnyc) [sydr]
o crashes (HaiifieHHble aBapUiiHbIX 3aBEPLUEHNS) target = "/decode_wav_sydr Q"
. jobs = 2

o libfuzzer/aflplusplus/sydr (pabouue aupektopun) Jobs

e casr (pe3ynbTaTbl KnacTepusanum) [aflplusplus]

e security (npegnkatsl besonacHocTn) target = "/decode_wav_fuzz"
args = "-x wav.dict -i /corpus"

o coverage (nokpbiTue KoAa) jobs = 2

o sydr-fuzz*.log (norn)
[cov]
target = "/decode_wav_cov QQ@"

3anyck: sydr-fuzz -c config.toml run|security/cmin/casr|cov-*
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OSS-Sydr-Fuzz: HoBble ownbku B oTkpbiTom 10O nen LG

github.com /ispras/oss-sydr-fuzz — ato popk OSS-Fuzz gns rubpugroro
chazsmurra ¢ nomowypto Sydr.
e 40+ npoekToB n 290+ da3snHr-ueneii.

e Haiigeno 85 owubok (70 nogreepxaeHsl, 59 ncnpaenenst) 8 PyTorch,
TensorFlow, OpenCV (OpenJPEG), Torchvision, Tarantool, icu, nDPI, Cairo
n apyrux npoektax. [Monubili cnucok Tpocees TyT.

e Yekepbl Sydr nomoratoT HaxoauTb HOBbIE OWMDOKKM nocne drassnHra.
Haligeno 10+ owunbok ¢ nomolubio npeankaTos He30nacHoOCTH.

e (Casr CyLlecTBEHHO COKpALLAeT BPeMsi aHaaM3a aBapuiiHbIX 3aBEPLLEHNI
(18004 aBapwiiHbix 3aBeplueHuit ceenock k 7 owmbkam B PyTorch).
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https://github.com/ispras/oss-sydr-fuzz
https://github.com/google/oss-fuzz
https://github.com/ispras/oss-sydr-fuzz/blob/master/TROPHIES.md

Ncnonb3oBanne Sydr & CASR PAH

e ueHTp Josepentoro WckyccteenHoro MnTenekta VICI PAH;
e npoekt UEFI-npownekn Amaranth (6a3npyercs Ha EDK II);

e npoekt OSS-Sydr-Fuzz (B3anmogeiicteue ¢ komnanusimn: Kog
Besonactoctu, R-Vision).

[pynna none3oBateneii (50+ y4actHukos) Sydr B Telegram: Osydr fuzz
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https://t.me/sydr_fuzz

Cl cuctema rnbpugHoro cassuntra PAH

Cl/CD | GitLab

Container
registry

Project repository

0SS-Sydr-Fuzz

Docker builder

 AA

\

Fuzz job 1
R
Fuzz job N

Fuzz job
launcher

corpus

sydr-fuzz run (hybrid fuzzing) coverage

External

trigger- sydr-fuzz cmin (minimization) crash corpus

event
sydr-fuzz security (checkers) casr-reports
sydr-fuzz casr (crash triaging) checker seeds
sydr-fuzz cov-report (coverage) 7/14




CumBoOibHBIE npeankaTtbl be3onacHocTun q[en ) PAH

® npeaukaTbl HaLEeHbl Ha MOWCK OWMDOK BbIXO4A 3a rpaHuLb
MacCuBa, LUeNOYUCNEHHOrO NepenoiHeHUst, AeeHUs Ha HOJb;

® MPeAnKaTbl MPUMEHSIOTCA nocse ha33nHra Ha
MUHUMU3NPOBAHHBLIM KOPMYCE C XOPOLUWM MOKPbLITUEM;

e cpabaTbiBaHMSA BepUUUMPYIOTCS Ha CaHMTali3epax
(asan+ubsan);

® yHUKaNM3auus cpabaTbiBaHWiA;

e npeavKkaTbl nokasbieatoT 96% ToUYHOCTL 0bHapy»eHust oLmnbok

npeamkaTaMmuy besonacHocTu Ha Habope Tectos Juliet.
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Yekepbl HaxoaAaT nponyuweHHble pa33epomMm oLWndKn L4l PAH

github.com/opencv/opencv/issues/22284
opencv/3rdparty/openjpeg/openjp2/image.c:134:

1_yl = p_cp->ty0 + (p_cp->th - 1U) * p_cp->tdy; /* can't overflow */
Can’t overflow? But we can!

CpabaTtbiBaHe cuMBOIbHOro Yekepa Sydr:

opj image comp header update:/opencv/3rdparty/openjpeg/openjp2/image.c:134
- imul r15d, eax - unsigned integer overflow

ABTOMaTuyeckoe noarTeep>xaeHue aedekta caHuTansepamu:
/opencv/3rdparty/openjpeg/openjp2/image.c:134:40: runtime error: unsigned
integer overflow: 2 * 4278190076 cannot be represented in type 'unsigned int’
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https://github.com/opencv/opencv/issues/22284

CASR: TexHonorns aHanmsa aBapuiiHbix 3aBeplueHunin  mcn [ZU

1. Co3gaHue oTHeTOB 00 aBapuiiHbIX 3aBEPLUEHNSIX: Casr-san,
casr-gdb;

2. [epynnukaumsa otyetoB ¢ nomousto casr-cluster -d;

3. Knactepusauus otyetos ¢ nomoulsto casr-cluster -c;

4. [pocmoTp oT4eToB C nomotbio casr-cli.

github.com /ispras/casr
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https://github.com/ispras/casr

dparmeHT pe3tome komaHabl sydr-fuzz casr G4l PAH

NOT_EXPLOITABLE
NOT_EXPLOITABLE

NOT_EXPLOITABLE
NOT_EXPLOITABLE

NOT_EXPLOITABLE




Mpumep CASR oT4yera

2[« ) PAH

Crash Report for

: /xlnt/source/detatl/cryptography/compound_docunent.cpp:723:19

2022-09-28T14:36:46.129664+03:00
Uname

o

Linux titanfall 5.13.6-51-generic #58~20.04.1-Ubuntu SHP Tue Jun 14 11:29:12 UTC 2022 X86_64 X86_64 X86_64 GNU/Linux
s
Ubuntu

andea
Executablepath
Proccmdline

/load_fuzzer /fuzz/sydr-fuzz-out/crashes/crash-120697a7f5b87c63020f321c8526adforabcc2dc
Crashseverit,
NOT_EXPLOITABLE

SourceAv

Access violation on source operand

The target crashed on an access violation at an address matching the source operand of the current instruction. This likely indicates a read access violation.
stacktrace
#0 0x10cfb3c in xlnt::detall::compound_document
ompound_documen

+ :compound_document :
#3 0x998b40 in (anonymous namespace

nt: :detall

:follow_chatn(int, std

vectors<int, std::allocator<int> > const&) /xlnt/source/detall/cryptography/conpound_document.cpp:723:19
ead_ssat() /xlnt/source/detail/cryptography/compound_document.cpp:1282:29

compound_docunent (std: : istreans) /xnt/source/detail/cryptography/conpound_document.cpp:516:5
decrypt_xUsx(std: :vector<unsigned char, std::allocator<unsigned char> > consts, std::__cxx11::basic_string<char16_t, std::char_traits<char16_t>, std::allocator<char1s_t>
::decrypt_xUsx(std: :vector<unsigned char, std::allocator<unsigned char> > const&, std::_cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> > const&) /xlnt/sour
: basic_stringschar, std::char_tratts<char>, std:

:allocator<char> > const&) /xlnt/source/detail/cryptography/xlsx_crypto_consumer.c
#8 6x515612 in LLVMFuzzerTestOneInput

#9 ©x442481 in fuzzer::Fuzze
#10 6x42c39c in fuzzer
#11 0x4320eb in fuzzer

/xUnt/build/. ./load_fuzzer

:allocator<unsigned char> > consts) /xlnt/source/workbook/workbook.cpp:919:5
cc:9:23

r: :ExecuteCallback(unsigned char const*, unsigned long) /llvm-project/compiler-rt/lib/fuzzer/FuzzerLoop.cpp:611:15
unOneTest(fuzzer::Fuzzer*, char const*, unsigned long) /Ulvm-project/compiler-rt/lib/fuzzer/Fuzzerdriver.cpp:324:.
uzzerbriver(int*, char*+*, int

#12 6x45b682 in matn /llvm-project/compiler-rt/lib/fuzzer/FuzzerMatn.cpp:20:1

#13 6x7ffff7a71082 L

24:6

*)(unsigned char const*, unsigned long)) /llvm-project/compiler-rt/lib/fuzzer/Fuzzerriver.cpp:860:9
o

__libc_start_main /build/glibc-Sz1z78/glibc-2.31/csu/. . /csu/libc-start.c:308:16

_start (/load_fuzzer+ox426cbd)
while (current >= @)
«

chatn.push_back(current);

current = table[static_cast<std::size_t>(current)];
}

return chatn;

Press q to exit



casr-afl: unterpauns CASR c AFL++ PAH

casr-afl from CASR tools provides comfortable triaging for crashes found by AFL++. Reports are clustered and contain severity and other
information.

casr-afl -1 /path/to/afl/out/dir -o /path/to/casr/out/dir

N3 pokymenTaumn no AFL++

Pesynbtat paboTte casr-afl
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lNnaHbl No pa3suTuio PAH

o [MOpuaHbLIA assnHr n aHanu3 aBapuiiHbIX 3aBepLUEHNl 415
AARCHG64(Baikal-M)/RISC-V

e Daz3nHr n aHanus aBapmVlelx 3aBepLLleHVII7I 41A nporpaMm Ha

Python un Java
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